Chapter 4

Feedback Shift Register

Sequences

Feedback shift register sequences have been widely used as synchronization
codes, masking or scrambling codes, and for white noise signals in communica-
tion systems, signal sets in CDMA (code division multiple access) communica-
tions, key stream generators in stream cipher cryptosystems, random number
generators in many cryptographic primitive algorithms, and for testing vectors
in hardware design. S. Golomb’s popular book “Shift Register Sequences”, first
published in 1967 and revised in 1982 is a pioneering book which discusses this
type of sequences. In this chapter, we introduce this topic and discuss the
synthesis and the analysis of periodicity of linear feedback shift register (LFSR)
sequences. We give different (though equivalent) definitions and representations
for LFSR sequences and point out which are most suitable for either implemen-
tation or analysis. This chapter contains seven sections, which are organized as
follows. In Section 1, we give a general description for feedback shift registers at
the gate level for the binary case and as a finite field configuration for ¢g-ary case.
In Sections 2-4, we introduce the definition of LFSR sequences from the point of
view of polynomial rings and discuss their characteristic polynomials, minimal
polynomials and periods. Then, we show the decomposition of LFSR, sequences.
We provide the matrix representation of LFSR sequences in Section 5 as another
historic approach and discuss their trace representation for the irreducible case
in detail in Section 6, which is a more modern approach. (The general case will
be treated in Chapter 6.) LFSRs with primitive minimal polynomials are basic
building blocks for nonlinear generators. The trace representation of LFSR se-
quences is a powerful tool for the analysis of unpredictability or randomness of
pseudo-random sequences and for the design of pseudo-random sequences with
desired properties. In Section 7, we present the generating function method for
studying LFSR sequences.
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4.1 Feedback Shift Registers

In this section, we give a definition and some of the basic terms for feedback
shift register sequences. We denote F' = GF(2) = {0,1} and

F”:{(ao,al’-..’an_1)|aiEF}’

a vector space over F' of dimension n. A function with n binary inputs and one
binary output is called a boolean function of n variables, i.e., f : F* — F, which
can be represented as follows:

f('rov L1y 0y wﬂ—l) = Z Ciyigeis Tiy Tiy " " Tiys Ciyigeeniy © F (41)

where the sum runs through all subsets {i1,---,4;} of {0,1,---,n — 1}. This
shows that there are 22" different boolean functions of n variables.

A. Basic Concepts and Examples

An n-stage shift register is a circuit consisting of n consecutive 2-state storage
units (flip-flops) regulated by a single clock. At each clock pulse, the state (1 or
0) of each memory stage is shifted to the next stage in line. A shift register is
converted into a code generator by including a feedback loop, which computes
a new term for the left-most stage, based on the n previous terms. In Figure
4.1, we see a diagram of a feedback shift register (FSR).

Output

1 | Lo

Figure 4.1: A Block Diagram for an FSR

Each of the squares is a 2-state storage unit. The n binary storage elements
are called the stages of the shift register, and their contents (regarded as either
a binary number or a binary vector, n bits in length) is called a state of the shift
register. (ao,a1, -+,an_1) € F" is called an initial state of the shift register.
The feedback function f(zg,z1,--,2s_1) is a boolean function of n variables,
defined in (4.1). At every clock pulse, there is a transition from one state to the
next. To obtain a new value for stage n, we compute f(zo, 21, -, 2,_1) of all
the present terms in the shift register and use this in stage n. For example, the
next state of the shift register in Figure 4.1 becomes
where

an = f(CLOaala te '7an—1)-
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Output

After the consecutive clock pulses, a feedback shift register outputs a sequence:
Ay A1y g Uyt s oo (4.2)
The sequence satisfies the following recursive relation

ak+n:f(akaak+17"'7ak+n—1)ak:0717"" (43)

Any n consecutive terms of the sequence in (4.2)

Ak, k41, "y Qk4n—1

represents a state of the shift register in Figure 4.1. A state (or vector) diagram
is a diagram that is drawn based on the successors of each of the states. The
output sequence is called a feedback shift register sequence. If the feedback
function f(zo, 21, -, 2Zn—1) is a linear function, then the output sequence is
called a linear feedback shift register (LFSR) sequence. Otherwise, it is called a
nonlinear feedback shift register (NLFSR) sequence. Sometimes, we also say that
a is generated by an LFSR (or NLFSR). Here linear means that the feedback
function computes the modulo 2 sum of a subset of the stages of the shift
registers.

Example 4.1 In Figure 4.2, we see a 3-stage shift register with a (nonlinear)
feedback function f(zo, 21, 22) = zoz1.

Output

az | ap | ao

Figure 4.2: A 3-stage nonlinear feedback shift register

From this, we can compute the next-state function, as shown in the following
table, a “successor table”, for each of the eight states of the shift register.



84 CHAPTER 4. FEEDBACK SHIFT REGISTER SEQUENCES

Succession of states

X129 ToX1X2
current state | next state
000 000
001 010
010 100
011 110
100 000
101 010
110 101
111 111

The state diagram of the eight states is shown in Figure 4.3. From the state
diagram, we can directly observe the autonomous behavior of the device. For
example, the initial state 100 leads to the output sequence 1000---, and this

state diagram is shown in Figure 4.4.

111

Figure 4.3: The state diagram of the FSR in Fig.4.2

100 .
|00 |

Figure 4.4: The state diagram with the initial state zgz122 = 100

Example 4.2 A 3-stage LFSR is shown in Figure 4.5 with the linear feedback
function f(zo,z1,22) = zo + x1. The truth table of this feedback function is
given in Table 4.1, and the state diagram of the corresponding LFSR is shown
in Figure 4.6. The output sequence with the initial state 100 is
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D
-

Figure 4.5: A 3-stage LFSR for example 4.2

Table 4.1: Truth table of f = xq + %1

Truth table of f = 29 + 21
|| ZToT1T2 | f =20+ x1 ||
000 0
001
010
011
100
101
110
111

OO R == =D

Figure 4.6: State diagram of the LFSR in Figure 4.5

10010111001011 - - -,
which is seen to repeat periodically with a period of 7.

Example 4.3 A 3-stage LFSR with a nonlinear feedback function f(zo, 21, z2) =
zg+ 122+ 22+ 1, as shown in Figure 4.7. The truth table of this boolean func-
tion is given in Table 4.2. From the truth table, the state diagram of the NLFSR
is easily obtained, as shown in Figure 4.8. Therefore, the output sequence with
the initial state 100 is

1000101110001011 - - -.
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—lofo 1

T
&

Figure 4.7: The 3-stage NLFSR for example 4.3

Table 4.2: Truth table of f = z¢g + z122 + 22+ 1

| woxizs | o+ w1my + 22+ 1 |
000 1
001
010
011
100
101
110
111

SO R O == O

Figure 4.8: State diagram of Figure 4.7

Example 4.4 A 4-stage NLFSR with a nonlinear feedback function f(zo, 1, 22, z3) =
zo + 12223 + 1 + 1. The output sequence with the initial state 1111 is given
by

1111011001010000 - - -

which has a period of 8.



4.1. FEEDBACK SHIFT REGISTERS 87

A de Bruijn sequence is an output sequence of an n-stage NLFSR having
period 2" and satisfying that each n-tuple occurs exactly once in each period.
The sequences given by Examples 4.3 and 4.4 are de Bruijn sequences with pe-
riods 8 and 16 respectively. For a general discussion of nonlinear feedback shift
register sequences including the number of de Bruijn sequences and construc-
tions for several subsets of de Bruijn sequences, see Chapter 6 in Shift Register
Sequences [63].

We will see that the periods of LFSRs are completely determined by their
feedback functions in a mathematically predictable way. However, for NLFSRs,
there are only a few results on the period problem in the literature.

Remark 4.1 The de Bruijn sequence in Example 4.3 can be obtained by in-
serting an extra 0 into the run of 2 consecutive zeros of the LFSR sequence in
Example 4.2. But the feedback functions of these two sequences are completely
different. A sequence generated by an n-stage LFSR with period 2" — 1 is called
a mazimal length sequence, or m-sequence for short (we will formally define it
later). From any m-sequence of period 2" — 1, we can get a de Bruijn sequence
by inserting an extra 0 into the run of n— 1 consecutive zeros of the m-sequence.
However, this type of de Bruijn sequence is not secure for use in stream cipher
cryptosystems.

B. Finite Field Configuration for ¢-ary Feedback Shift Register Se-
quences

Let F = GF(q) where ¢ is a prime or a power of a prime (so |F| = q).
Considering Figure 4.1, if each stage is replaced by a ¢-state storage unit and
the feedback function is replaced by a function from F” to F, i.e.,

f(an L1y xﬂ—l) = Z Cimih"'yin—lngrﬁ T xz::; Cigyir, yino1 € F, (44)
which is a polynomial function in n interdeterminates. Here the exponents
0,91,y in—1 € {0,1,---,g — 1}, since ¢ = z for any z € F. The output
sequences of the shift register is called a g-ary feedback shift register (FSR)
sequence. In other words, we define an abstract model for g-ary FSR sequences
as follows. Let a = {a;};>0, a; € F be a g-ary sequence whose elements are
given by -

An+k :f(akaak+17"'7ak+n—1)ak:0717"'7 (45)

where f(zo,21, -, %n—1) is a function from F™ to F defined by (4.4). Then a
is called a q-ary feedback shift register (FSR) sequence, and (ag, a1, -, an_1) is
still called an initial state of a. The significant difference between ¢ = 2 and
g > 2 is that Figure 4.1 for binary FSR sequences is a device at the gate level,
but Figure 4.1 for a g-ary FSR (¢ > 2) is only a finite field configuration. The
latter needs more circuits to implement arithmetics of finite fields for feedback
function computation.

For whichever case ¢ = 2 or ¢ > 2, the design of LFSR sequences with desired
properties requires us to understand the functionality of three components of
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an LFSR: the initial state, the feedback function and the output sequences. In
other words, we want to understand how the behavior of the output sequences
is completely determined by initial states and feedback functions. From now
on, we treat the cases ¢ = 2 and q > 2 together when we discuss their algebraic
properties. From (4.4), the following result is immediate.

Property 4.1 There are ¢?" different functions from F™ to F.

C. Periodic Property

Definition 4.1 The sequence ag, a1, - - - is denoted as a or {a;}. If a; € F, then
we say that a is a g-ary sequence or a sequence over F. If there exist integers
r > 0 and u > 0 such that

aiyr = a; for all 1> u, (4.6)

then the sequence is said to be ultimately periodic with parameters (r,u), and
r is called a period of the sequence. The smallest number r satisfying (4.6) is
called a (least) period of the sequence. If u = 0, then the sequence is said to be
periodic. When the context is clear, we simply say a period of a instead of the
least period of a.

For example, the output sequence 00011011011 --- of a 4-stage LFSR with
the feedback function f(zo, 21, 22, 23) = 22+23 and the initial state apaiazas =
0001 is an ultimately periodic sequence, where u = 2 and the period r is 3. The
output sequence of the feedback shift register sequence in Figure 4.5 is a periodic
sequence with period 7.

Theorem 4.1 Any q-ary feedback shift register sequence is ultimately periodic
with period r < ¢ where n is the number of the stages. In particular, if ¢ = 2,
then r < 27,

Proof. In a g-ary feedback shift register with n stages, there are ¢” possible
states. FEach state uniquely determines its successor. Hence, the first time a
previous state is repeated, a period for the sequence is established. (If state S
at time t; is the same as state S’ at time ¢, then the states at times ¢ 4+ 1 and
t2 + 1 are the same, as are the states at times #; + 2 and ¢2 + 2, etc.) Thus the
maximum possible period is g™, the number of the different states.

O
D. Linear Feedback Shift Register Sequences

If the feedback function f(zg,z1, -, 2,_1) is a linear function, i.e., if it can
be expressed as

flzoy 21, -+, Zn1) = coo+c121+ -+ cp_1Zp_1,¢; € F,
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then the recursive relation shown in (4.3) becomes the following linear recursive

relation
n—1

Ak 4n = Z CiQL i, k= 07 17 trt. (47)

=0

Thus an LFSR sequence is also called a linear recursive sequence (or linear
recurring sequence) over F in the literature, where F could be GF(2) or any
finite field GF(q). Note that there are only ¢” different n-stage LFSRs. In
particular, for ¢ = 2, we only have 27 different n-stage binary LFSRs.

Theorem 4.2 Let a be a sequence generated by an n-stage LFSR over F'. Then
the period of a is < q" — 1. In particular, if ¢ = 2, the period of any binary
n-stage LFSR sequence is < 2" — 1.

Proof. Note that the successor state of 00---0 (n times 0) of an n-stage LFSR
is again 00---0. Using the same argument as in the proof of Theorem 1, we see
that the period of a is < ¢™ — 1, since the state 00---0 cannot be part of any
other period.
O
In the rest of this chapter, we will restrict ourselves to LFSR sequences. It is
worth pointing out that it is difficult to generate nonlinear sequences with the
desired properties using an NLFSR directly. Most of the methods for generating
nonlinear sequences make use of one or several LFSRs together with some control
operations.

4.2 Definition of LFSR Sequences in Terms of
Polynomial Rings

In order to characterize the periodicity of LFSR sequences, we introduce another
equivalent definition of LFSR sequences over F' in terms of the polynomial ring
F[z]. We use the notation F = GF(q). The basic mathematical tools of this
section are from linear algebra.

A. The Left Shift Operator

Let V(F) be a set consisting of all infinite sequences whose elements are
taken from F, i.e.,

V(F)={a= (ag,a1,---)|a; € F}. (4.8)
Let

a = (a07a17a27"')7

b = (b07b17b27"')
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be two sequences in V(F) and let ¢ € F. We define addition and scalar multi-
plication on V(F) as follows:

a+b = (ao+bo,ar +b1,a2 +by,--),
ca = (cag,cay,cag, ).
Tt is easy to verify that V(F') is a linear space (i.e., a vector space) over F under
these two operations. We also denote the zero sequence 0 = (0,0,0,---). (0

represents an element in V(F) or in F depending on the context. Sometimes,
we also use O for the zero sequence.) Thus, an LFSR sequence is a sequence

a= (ClOa ay1,0a2, " )

in V(F) whose elements satisfy the linear recursive relation

n—1

An4k = Z CiQL 44, k= 0, 1, e (49)

=0
For a = (ag, a1, asz,--) € V(F), we define a (left) shift operator L as follows:
La = (a1,az,as3,--+).
Note that L is a linear transformation of V(F). Generally, for any positive
integer i, we have '
L'a= (aia Aig1,Ai42y " )
By convention, we write L%a = Ia = a, where I is the identity transformation

on V(F). By using the left shift operation L, the formula (4.9) can be written
as

n—1
L"a = Z c;lia,
i=0
or equivalently,
n—1
(L" — ciLi) a=0. (4.10)
i=0
We write
) = & —(cac1z™ 4+ +eo),
f(L) = L= (cno1 L "+ +col), and f(L)a = 0.

From (4.10), the definition of LFSR sequences (or linear recursive sequences) is
equivalent to the following definition.

Definition 4.2 For any infinite sequence a in V(F'), if there exists a non-zero
monic polynomial f(z) € F[z] such that

f(L)a =0,

then a is called a linear recursive sequence, or equivalently, an LFSR sequence.
The polynomial f(z) is called the characteristic polynomial of a over F. The
reciprocal polynomial of f(z) is called the feedback polynomial of a.
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Note that the definition of reciprocal polynomials has been introduced in
Section 3 of Chapter 3. For any non-zero polynomial f(z) € F[z], we use G(f)
to represent the set consisting of all sequences in V (F) with

f(L)a=0.
Since f(IL) is also a linear transformation, G(f) is a subspace of V(F).

Note: By convention, the constant polynomial 1 is the characteristic poly-
nomial of the zero sequence 00 - - -.

Theorem 4.3 Let f(z) € F[z] be a monic polynomial of degree n. Then G(f)
is a linear space of dimension n. Hence it contains ¢" different sequences. In
particular, if ¢ = 2, G(f) contains 2" different binary sequences.

Proof. For a sequence

a= (Clo,(ll,"',an_l,an,“') € G(f)’

since deg(f) = n, once the first n terms (aog,a1,-+,an-1) (or equivalently, an
initial state) are given, the other terms of a can be determined by the for-
mula (4.9) starting from a,. There are ¢" different ways to choose an n-tuple
(@g, a1, -+,an—1) in F"?. Therefore |G(f)| = ¢".
O
Note that the sequences in V(F) may or may not be periodic. Definition 4.2
of LFSR sequences makes it easier to determine periodicity of the sequences. We
will discuss this in the next section. We conclude this section with a summary
of three definitions that we already encountered plus some examples. Note
that these three definitions are equivalent. Thus when we say that a sequence
a = (ag,a1,asq,---) is generated by an n-stage LFSR, we mean any one of the
following three equivalent definitions.

1. a = (aog,a1,asz,---) is an output sequence of an LFSR with the linear
feedback function

n—1
f(a—?Oaxla"'aIn—l): E CimiaciEF
=0
and an initial state
(CLOa ap, .- '7an—1)7

so that the elements of a satisfy the following recursive relation:

n—1

Upgn = Y Cidggik=0,1,---. (4.11)

=0

2. ais a linear recursive sequence which satisfies the above recursive relation

(4.11).
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3. There exists a monic polynomial f(z) = 2" — 2?2—01 c;x' € F[z] of degree
n such that

or equivalently, a € G(f).

The polynomial f(z) is called the characteristic polynomial of a for each of
these definitions; and the reciprocal polynomial of f(z) is called the feedback
polynomial of a.

Example 4.5 A sequence a = (00010011010111) of period 15 is generated by
an LFSR with the feedback function f(zo, z1, 22, 3) = 2o + 1, and the LFSR
implementation is shown in Figure 4.9. Thus, a satisfies the linear recursive

Output

1{0[0]0

5

Figure 4.9: A 4-Stage LFSR

relation:
Ay — ak+a1+kak = 0717"'

and its characteristic polynomial is given by
flx)=a2* 42+ 1.

Equivalently, a is a linear recursive sequence that satisfies the following linear
recursive relation:
Ag4fp — Qg +a1+kak: 0717"'7

or equivalently, a € G(f), i.e.,
f(D)a=(L*+ L+ T)a=0.

In particular, there are 2* = 16 different sequences in G(f), since there are 16
ways to choose a 4-tuple (ag, a1, az, az). We list all of these sequences in Table

4.3.

4.3 Minimal Polynomials and Periods

In the previous section, we associated LFSR sequences over F with polynomials
over F'. This enables us to use the extensive theory of periods of polynomials to
investigate the periods of LFSR sequences. In this section, we discuss the mini-
mal polynomials and the periods of LFSR sequences in terms of the polynomial
ring Fz].
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Table 4.3: All Sequences in G(z* + 2 + 1)

Initial Sequence
State
0000 0000- - -

0001 | 000100110101111
0010 | 001001101011110
0011 | 001101011110001
0100 | 010011020111100
0101 | 010111100010011
0110 | 011010111100010
0111 | 011110001001101
1000 | 100010011010111
1001 | 100110101111000
1010 | 101011110001001
1011 | 101111000100110
1100 | 110001001101011
1101 | 110101111000100
1110 | 111000100110101
1111 | 111100010011010

A. Minimal Polynomials of LFSR Sequences

Let a be an LFSR sequence. According to the definition, there is a nonzero
monic polynomial f(z) such that

f(L)a =0. (4.12)

In fact, for the fixed sequence a, there are many polynomials for which (4.12)
is satisfied. For example, given the LFSR sequence:

a=011011---,

then the polynomial f(z) = z? + x + 1 satisfies the property f(L)a = 0. But
the polynomial 23 4 1 also has this property. In order to find relations among
these polynomials, for the LFSR sequence a, we define

A(a) = {f(z) € Flz]| f(L)a=0}.
In other words, A(a) is the set consisting of all polynomials satisfy the condition
f(L)a=0.

According to the definition of characteristic polynomials of a sequence, A(a)
consists of all characteristic polynomials of a.
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Theorem 4.4 Let a be an LFSR sequence and A(a) be defined as above. Then
A(a) satisfies the following properties:

(a) The zero polynomial belongs to A(a).
(b) If f(z),9(x) € A(a), then f(z) £ g(x) € Aa).
(¢) If f(z) € A(a) and h(z) € F[z], then h(z)f(z) € A(a).

Proof. (a)0a=0=—0¢€ A(a) .
(b)

f(z),g9(x) € Ala) — f(I)a=0andg(L)a=0
= (f(L)xg(L))a=f(L)atg(L)a=0
=

f(z) £g(z) € Ala).

Note. Since A(a) is closed with respect to all of these operations, A(a) is
not merely a linear space, but also an algebra.

Definition 4.3 A monic polynomial of the lowest degree in A(a) is called a
minimal polynomial of a over F.

In other words, the minimal polynomial of a sequence represents the LFSR
of shortest length which can generate the sequence.

Remark 4.2 According to the definition of LFSR sequences, the constant poly-
nomial 1 is the minimal polynomial of the zero sequence 00---, and the poly-
nomial # — 1 is the minimal polynomial of any constant sequence (c,¢,---),0 #
ceF.

Theorem 4.5 Let a € V(F) and m(x) be the minimal polynomial of a. Then
the minimal polynomial of a is unique and satisfies the following two properties:

(a) m(L)a=0.

(b) Fo(r _)f(:tf) € Flz], f(L)a = 0 if and only if m(x)|f(z), i.e., m(z) divides
f(z).

Proof. We first establish the validity of these two assertions on minimal poly-
nomials of sequences, and then we show their uniqueness. If a = 00 - -, then it
is clear that the results are true. Now we suppose that a is a nonzero sequence.
Since m(z) € A(a), then m(L)a = 0 is satisfied automatically, which gives (a).
For the assertion (b), if m(z)| f(z), we can write f(z) = m(z)g(z). Since m(z)
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is the minimal polynomial of a, then m(z) € A(a). By Proposition 4.4 - (c),
f(z) € A(a). Next, we show that if f(z) € A(a) then m(z)|f(z). Applying the
division algorithm to f(z) and m(z), there exist q(z), r(z) € F[z] such that

7(2) = a(@)m(e) + r(2),0 < deg(r(2)) < deg(m(z)).
Again using Proposition 4.4 - (¢), it follows that ¢(L)m(L)a = 0. Hence
0= f(L)a = (a(Lym(L) +r(L))a = g(Lym(L)a+ r(L)a = r(L)a.

So if r(z) # 0, then r(L)a = 0 = r(z) € A(a). But deg(r(z)) < deg(m(z))
which contradicts m(z) is a polynomial in A(a) with lowest degree. Therefore
r(z) = 0 = f(z) = q(z)m(z) = m(z)|f(x). If there is another polynomial
my(z) in A(a) which is also a minimal polynomial of a, then according to (b),
we have both m(z)|mq(z) and mq(z)|m(z). Since the polynomials in A(a) are
monic, m(z) = my(z).
O
Note that for any a € G(f), f(z) need not be the minimal polynomial of a.
However, we have the following result.

Corollary 4.1 If f(z) # 0, a € G(f), then the minimal polynomial of a, say
m(z), divides f(x).

Proof. According to the definition of G(f), a € G(f) = f(I)a = 0. Applying
Theorem 4.5-(b), m(z)|f(z).
O

Example 4.6 Let F = GF(2) and f(z) = 2° + z* + 1. Then the following
sequences belong to G(f):

a = 100101110010--- of period 7
b = 01101101--- of period 3
¢ = 10000111110101001100010000--- of period 21

which have the minimal polynomials fi(z) = 23+ 2+ 1, f2(z) = 224+ 2+ 1, and
f(z), respectively. Note that f(z) = f1(z)f2(z). Thus the minimal polynomials
of a and b are divisors of f(z).

Corollary 4.2 With the same notation as in Corollary 4.1, if f(z) is irre-
ducible, then f(z) is the minimal polynomial of any nonzero sequence in G(f).

Proof. Note that f(z) has only 1 and itself as its factors, and the sequence
having 1 as its minimal polynomial is the zero sequence. The result follows
immediately. O

Example 4.7 Let f(z) be as given in Example 4.5. Since the characteristic
polynomial f(z) is irreducible, then all the 15 nonzero sequences have f(z) as
their minimal polynomial. (In fact, they are simply cyclic shifts of each other.)
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According to the definition of minimal polynomials, the degree of the min-
imal polynomial of a is equal to the length of the shortest LFSR which can
generate a. This is a very important security parameter for measuring unpre-
dictability of pseudorandom sequences used as key stream sequences in stream
cipher cryptosystems. The degree of the minimal polynomial of a sequence is
called the linear span (or linear complexity) of the sequence. We will give a
formal definition below.

B. Periodicity
For any periodic sequence, we have the following result.

Theorem 4.6 If a is an ultimately periodic sequence with parameters (u,r),
then the minimal polynomial of a is m(z) = z%my(z) with m1(0) # 0 and
my(z)|(z" — 1). Hence, it can be generated by an LFSR.

Proof. Note that
Opyr = Qg k= u,u+1,---
= (I" = 1)IL¥(a) = 0 = m(z)|z*(z" — 1). We write m(z) = 2¥m;(z). Then
m1(0) # 0 and my(z) divides " — 1. Therefore, a can be generated by an LFSR
with the characteristic polynomial m(z).
O

The following corollary follows immediately from Theorem 4.6.

Corollary 4.3 Ifa is periodic with period r, then its minimal polynomial m(z)
divides 2" — 1.

From the proof of Theorem 4.6, if a is ultimately periodic, then the minimal
polynomial of a can be written as m(z) = z%m; (z) with my(0) # 0.

Definition 4.4 Let a be an ultimately periodic sequence over F. Then the de-
gree of the minimal polynomial of a is called the linear span or linear complexity

of a.

In other words, the linear span of a periodic sequence is the length of the
shortest LFSR which can generate the sequence.

Note. This definition can be extended to any finite segment of a sequence.

Lemma 4.1 Let r be the least period of a. Ifl is a period of a, then r|l.

Proof. | is a period of a => L'a = a, i.e., a; = a;4;, Vi > 0. On the other hand,
since 7 is the least period of a, we also have L"a = a. Applying the division
algorithm for integers to [ and r, there exist two integers ¢ and ¢ such that

l=qr+t,0<t <.

Note that L97a = a. Thus L'a = L *'a = [!(L%a) = L'a = a. Since r is the
smallest number having this property, ¢ = 0. Hence, r|l.
O

Let us denote by per(s) a period of a sequence s or of a polynomial s.
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Theorem 4.7 Let a be an LFSR sequence with minimal polynomial m(x).
(a) If m(0) # 0, then a is periodic. In this case,
per(a) = per(m(z)).

In other words,

the period of an LFSR sequence is equal to

the period of the minimal polynomial of the sequence

(b) The inverse of the first assertion is also true, i.e., if a is periodic, then
m(0) # 0.

Proof. Let a be an ultimately periodic sequence over F' with parameters (u, r)
and m(z) be its minimal polynomial over F. According to Definition 4.1, a is
periodic if and only if u = 0. From Theorem 4.6, m(z) = z“m;(z) with m4(0) #
0 and my (z)|(2"—1). Thus a is periodic if and only if m(z) = my(z). According
to the definitions of periods of sequences and polynomials, it is immediate that
per(a) = per(m(z)). The assertion (a) is now established. Conversely, if a is
periodic, then u = 0 and 2" — 1 € A(a). According to Theorem 4.5, we have
m(z)|(z" — 1) = m(0) # 0, which gives the assertion (b).
O
Thus far, we have obtained a criterion for determining whether an ultimately
periodic sequence is periodic in terms of the evaluation of its minimal polynomial
(or any characteristic polynomial of the sequence) at 0. Next, we will show
the relationships among the period of the sequence, the period of its minimal
polynomial and the order of a root of the minimal polynomial when the minimal
polynomial is irreducible.

Theorem 4.8 Let a be an LFSR sequence with minimal polynomial m(z). As-
sume that m(z) is an irreducible polynomial over F = GF(q) of degree n. Let
a be a root of m(z) in the extension field GF(q™). Then

‘per(a) = per(m(z)) = ord(a) ‘

In other words, the period of the sequence a, the period of the minimal polynomial
of a, and the order of a root of the minimal polynomial of a are equal.

Proof. Note that m(z) is the minimal polynomial of a. From Theorem 3.9 in
Section 3.5 of Chapter 3, we have per(m(z)) = ord(«). According to Theorem
4.7, the assertion is established.
O
This is an important discovery in the history of sequence design and analysis
[67]. The period of an LFSR sequence is equal to the period of its minimal
polynomial. If the minimal polynomial is irreducible, then the period of the
sequence is equal to the order of a root (all roots have the same order) of the
minimal polynomial in the extension field. The following diagram illustrates
this relationship.
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period of a = ag, ay, - --

0

period of the minimal polynomial m(z) of a

0

for m(z) being irreducible, order of «, a root of m(x)

per(a) = ord(a) = per(m(z))

Example 4.8 Leta = (1000010101110110001111100110100), generated by f(z) =
z5 + 23 4+ 1. The period of f(z) is 31. So per(a) = 31. Furthermore, f(z) is
primitive over GF(2). Let a be a root of f(z). Then « is a primitive element

in GF(25). Thus, the order of a is 31. Therefore, we have

‘per(a) = per(f(z)) = ord(a) = 31 ‘

We define the following sets:

- S, the set consisting of all periodic LFSR sequences over GF(q), and Sp,
the subset of S in which the minimal polynomials of the sequences are
irreducible over GF(q);

- P, the set of all polynomials over GF (q) with nonzero constant terms, and
Py, the subset of P which are the irreducible polynomials over GF(q); and

- F, the set consisting of all finite fields.

By combining the results of Theorems 4.7 and 4.8, we have the following one-
to-one correspondences among these sets:

S & P
S() — PQHF

These relations are also illustrated in Figure 4.10.

Note. Tt is worth pointing out that all irreducible polynomials of degree n
over GF(q) generate finite fields with order ¢”, and all these fields are isomor-
phic, namely G F(¢™). The above one-to-one correspondence Py ¢ F represents
the different computations in GF(¢") invoked by different irreducible polyno-
mials.

For the rest of this chapter, we will restrict ourselves to periodic sequences.

C. Structure of G(f) for f Irreducible
Definition 4.5 Two periodic sequences a = {a;}and b = {b;} are called (cycli-
cally) shift equivalent if there exists an integer k such that

a; = bi+ka Vi Z 0. (413)

In this case, we write a = L¥(b), or simply a ~ b. Otherwise, they are called
(cyclically) shift-distinct.
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Figure 4.10: One-to-one correspondences among LFSR sequences, polynomials

and finite fields

Note that ~ is an equivalent relation on V(F). A set in which all sequences
are shift-equivalent is called a shift-equivalent class. One shift-equivalent class
of G(f) corresponds to one cycle of states in the state diagram of the LFSR
with f(z).

Theorem 4.9 Let f(z) be an irreducible polynomial over GF(q) of degree n.
Then the number of shift-equivalent classes of non-zero LFSR sequences in G(f)
is given by

(¢" —1)/per(f)-

Proof. Let 0 # a € G(f). According to Proposition 1 - (b), f(L)LFa = 0
— L*a € G(f). Since f is irreducible, f is the minimal polynomial of a.
Using Theorem 4.8, per(a) = per(f(z)) = r. So, L"a = a. Let (i1 denote the
set consisting of a and all its shifts, i.e., G; = {a, La,---, L""'a}. Then every
sequence in (G1 has period 7, and all the sequences in Gy are shift-equivalent.
Next we take b € G(f) which does not belong to GG;. By performing the shift
operator, we obtain G5 = {L'b|0 < i < r — 1}, which is a shift-equivalent class
in G(f) with the same cardinal number r as that of G;. Continuing the process
in this manner, we get (¢" — 1)/r shift-equivalent classes.
O
In the language of the state diagram, this theorem shows that for an LFSR
with an irreducible polynomial, in its state diagram there are (¢ — 1)/per(f)
cycles with length per(f) and one cycle of length 1, i.e., the zero sequence. For
example, let ¢ = 2. Then f(z) = 2* + 23+ 2? + 2 + 1 € GF(2)[z] is irreducible
over GF(2). In G(f), there are three shift-equivalent classes, G;,i = 1,2, and
3, in which each sequence has period 5, as shown in Table 4.4. Thus, we have

G(f) = {0} UGy UGy U Gs.

The state diagram of this LFSR is shown in Figure 4.11.
As a consequence of Theorem 4.9, we have the following assertion.
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Table 4.4: Shift-equivalent classes of G(f)

G [ G [ Gs |
00011 | 01010 | 11110
00110 | 10100 | 11101
01100 | 01001 | 11011
11000 | 10010 | 10111
10001 | 00101 | 01111

ST e
N O A I N
Coul Gy

o) hop | Lua)  Lagn]

9)

Figure 4.11: State diagram of the 4-stage LFSR

Corollary 4.4 With the notation of Theorem 4.9, if f(x) is primitive, then
any nonzero sequence a in G(f) has period ¢" — 1 and

Q) = {L'al0<i<q" =2} U{0).

In particular, if ¢ = 2, then any nonzero sequence a in G(f) has period 2" — 1
and

G(f) ={I'al0<i< 2" —2}uU{0}.

Definition 4.6 A g-ary sequence generated by an n-stage LFSR is called a
maximal length sequence if it has period ¢" — 1 (an m-sequence for short). In

particular, if ¢ = 2, a binary m-sequence is a sequence generated by an n-stage
LFSR with period 2" — 1.

Example 4.9 For ¢ = 2, (a) 1001011---is an m-sequence of period 7 with
the minimal polynomial f(z) = 23 + = + 1. (b) The sequences in Example
4.5 of Section 2 are m-sequences of period 15 with the minimal polynomial
f(z) = z*+ z+ 1. (c) The sequence in Example 4.8 is an m-sequence of period
31 with the minimal polynomial f(z) = 2% + 23 + 1.

According to Corollary 4.4, in order to generate an m-sequence of period
q" — 1 over F by an LFSR, we only need to select a primitive polynomial over
F of degree n as the characteristic polynomial of this LFSR. In particular, for
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g = 2, we may sometimes choose primitive polynomials having the following
form:

f(z) =z"+2" + 1.

This is called a trinomial. In this case, at the implementation level, we only
need to use one n-stage shift register and one exclusive-or gate to generate an
m-sequence with period 27 — 1. Thus, it is more efficient to use a primitive
trinomial for generation of m-sequences than to use polynomials which have
more non-zero coefficients. For primitive trinomials over GF(2), researchers
have computed all such polynomials of degree < 2000. However, the conjecture
that infinitely many primitive trinomials over G F(2) exist is still open. (See the
assignments at the end of this chapter.)

Remark 4.3 For cryptographic applications of m-sequences, using trinomials
(more general, by using primitive polynomials with low weights) to generate
m-sequences are vulnerable to some types of correlation attacks. So, trinomials
are not recommended for this type of applications.

4.4 Decomposition of LFSR Sequences

In this section, we will analyze the structures of G(f) when f(z) is a product
of distinct irreducible polynomials over [F,. The method used here can be easily
generalized to the case for which f(z) satisfies f(0) # 0. Before we give the
main result of this section, we establish the following lemma.

Lemma 4.2 For any non-zero monic polynomials f(z), g(z) € F[z],
(a) G(J) C Glg) if and only if () | g(x).
(b) G(f)NG(g) = G(d) where d = ged(f,g)-

(¢) G(f) + G(g9) = G(h) where h = lem][f,g], the least common multiple of f
and g.

Proof. (a) Assume that f(z)|g(z). Foranya € G(f), f(L)a=10. f(z)|g(z) =
g9(z) = t(z)f(z) = g(L)a = (L) f(L)a = 0 = a € G(g) = G(f) C G(g).
Conversely, we choose a € G(f) such that the minimal polynomial of a is f(z).
According to Theorem 4.5, g(L)a = 0 = f(z)|g(z).

(b) From (a), G(d) C G(f),G(d) C G(9) = G(d) C G(f)NG(g). Assume that
aeG(f)nG(g), ie.,

f(L)a=0and g(L)a=0.
Since d(z) = ged(f(z),g(x)), there exist two polynomials v(z) and u(z) such
that

d(z) = u(z) f(z) + v(z)g(2).
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Therefore d(L)a = u(L)f(L)a + v(L)g(L)a = 0 = G(f) N G(g) C G(d).
Together with G(d) C G(f) N G(g), we get G(f) N G(g) = G(d) .
(c) From (a), G(f) C G(h),G(g) C G(h). Thus

G(f) + Glg) C G(h).

Since the sets on both sides of the above inclusion are linear spaces, we only
need to prove their dimensions are equal. Let dim(V) denote the dimension
of the linear space V. Notice that lem[f,glged(f,¢9) = fg. According to the
dimension formula, we have

dim(G(f)+G(g)) = dim

= dim

f)) + dim(G(g)) —
f)) + dim(G(g)) —
= deg(f) + deg(g) — deg(d)
= deg(h)

= dim(G(h)).
O

Theorem 4.10 Let f(z) = fi(z)--- fs(x) where the f; are distinct irreducible
polynomials over F, s > 0. Then G(f) can be decomposed as a direct sum of
subspaces G(f;), 1 <i<s, i.e.,

G(f) = G(h) & G(f) & ---® G(f,).

Proof. We will use induction to prove this result. If s = 1, the result is true.
Assume that the result is true for s = k—1. For s = k, let f(z) = fi(z)--- fi(2)

and g(z) = fa(x)--- fu(z). Then f(z) = fi(z)g(z) and ged(fi(z),g(z)) = 1.
According to Lemma 4.2 (b) and (c),

G(f) = G(f) + Glg),
G(f1)nG(g) = {0}

Thus we have the decomposition of a direct sum:

G(f) = G(f1) @ G(g). (4.14)
Applying the induction hypothesis to G(g), we get

Glg) =G(f2) @ @ G(fs)-

Substituting this into (4.14), the result follows for s = k. Therefore the result
is true for every s > 0.

O
We state the following result without proof.

Fact 4.1 Let f(z) be the same as in Theorem 4.10. Then the period of f(x) is
equal to lem[per(f1),---,per(fs)], the least common multiple of the periods of

the fi(z)’s
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From Fact 4.1 and Theorem 4.10, the following corollary is immediate.

Corollary 4.5 Let f(z) be the same as in Theorem 4.10, and let a € G(f)
whose minimal polynomial is f(z).

(a) a can be decomposed as

a=aj+---+a;,,0£a cG(fi)i=1--,s.

(b) The period of a is equal to lem[per(ay), - - -, per(a,)] where per(a;) = per(f;).
(c) The linear span of a is given by >_._, deg(fi)-

Example 4.10 Let F = GF(2),and let fi(z) = 2*+z+1, fo(z) = 22+ 2+ 1,
and f(z) = fi(z)f2(z) = 2® 4+ 2° + 2* + 23 + 1. Since fi(z) and fa(z) are

coprime, according to Theorem 4.10 we have
GH)=Gh)eG(f)=G*+z2+1) @G> +z +1).

We take two nonzero sequences, say a from G(z*+z+1) and b from G(z%+z+1).
Notice that both fi(z) and f2(z) are primitive. Thus, any nonzero binary
sequence in G(f) can be written as

clla+dl’b, 0<i<14,0<j<2,¢,d€GF(2).

The number of all the nonzero sequences in G(f) is 26 — 1 = 63, which can be
classified according to their linear spans as follows:

e three shift-distinct classes of period 15 with linear span 6: a + Lib, 0 <
1 < 2;

e one shift-distinct class of period 15 with linear span 4: a, an m-sequence
of period 15; and

e one shift-distinct class of period 3 with linear span 2: b, an m-sequence
of period 3.

The state cycles for these sequences in G(f) are illustrated in Figure 4.12. For
Period 15 Period 15

linear span linear span linear span linear span
6 6
6

Figure 4.12: Cycle Structure of G(f)
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example, we have the following decomposition:

a = 100010011010111
4+ b = o011011011011011
c = 111001000001100

where ¢ = a+ b can be implemented by two LFSR implementations. (See
Figures 4.13 and 4.14, which are equivalent.)

M M D
L_) U™ U™V
CoC1 ...
tlolol1|1]1 =

Figure 4.13: A 6-stage LFSR

a

L k
ofofo0f1
L 110

Figure 4.14: Decomposition of the LFSR in Figure 4.13

N>

CoC1 ...

N
N>
T

From Theorem 4.10, we understand that any LFSR sequence can be decom-
posed into a sum of LSFRs with irreducible characteristic polynomials (which
may or may not be primitive polynomials). This implies that LFSRs with prim-
itive or irreducible characteristic polynomials can be used as basic blocks for
building more complicated nonlinear pseudorandom sequence generators.

4.5 The Matrix Representation

In Section 1, we saw that each state of an n-stage LFSR is a vector in the n-
dimensional space F". The shift register is then a linear operator which changes
the current state into its successor vector according to the feedback. In other
words, the transformation of each non-zero sequence in G(f), from state

(ak,ak+1f"7ak+n—1)

to its successor

(Akg1,Qhy2y 5 Qhyn)
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can be regarded as a linear operator on F™. It is a familiar fact that a linear
operator, operating on an n-dimensional vector space F'™, is conveniently studied
when it is represented by an n x n matrix. We know that

Gpk = CoGk + C1Qk41+ ++ + Cno1C@pyn—1,k > 0.

Hence, a shift register matrix takes the form

0 0 0 0 co
1 0 0 0 c1
w=l0 10 0
00 0 --- 1 ep_1
and
(Ak41,Qhg2y oy Apgn) = (g, @kq1,e s Ghpn-1)M
= (ak—laaka"'aak—1+n—1)Mz
— (a07a17"'7an—1)Mk+1-

We called the matrix M a state transform matriz of the LFSR. Note that
det(M) = (—1)"co. Thus M is invertible if and only if ¢o # 0.

As an example, the state transform matrix of the 3-stage LFSR in Example
4.2 in Section 4.1 is given by

0 0 1
M=]1 0 1
0 1 0
In particular,
[0 0 17
(001) = (100)f{ 1 0 1
L0 1 0 |
[0 0 17
(010) = (o01)( 1 0 1
L0 1 0 |

The characteristic equation of the matrix M is defined by

x 0 0 --- 0 —co

-1 =z 0o --- 0 —C1
flx) = det/M—z1=|0 —1 = 0 —e

0 0 0 --- =1 xz—cn_q

= 2" —¢cp_12" 7 — - —ec1x —cg
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where I is the identity matrix. Notice that the characteristic polynomial f(z)
is the same as the characteristic polynomial of the LFSR. Under this repre-
sentation, determining the periodicity of the LFSR is equivalent, except for
degenerate cases, to finding the smallest positive integer r such that M"™ = I.
(Note. r is also called the order of the matriz M in the group consisting of all
invertible matrices whose entries are taken from F.)

A well-known theorem of matrix theory (the “Cayley-Hamilton Theory”)
asserts that every matrix formally satisfies its characteristic equation: thus
f(M) = 0, where “0” here is the matrix of all zeros. If f(z) divides z" — 1,
then M is a root of 2" — I = 0. In other words, if f(z) divides 2" — 1, then
M" = I. Conversely, if f(z) is irreducible, it divides every polynomial which
has the root M in common with it, and will divide z" — 1 if M" = I. Roughly,
this is a matrix theory proof of Theorem 4.7. The rest of the theory of LFSR
sequences can be done entirely by matrix theory, and is frequently done so in
the literature.

4.6 Trace Representation of LFSRs

In this section, we present trace representations for non-zero sequences in G(f)
when f(z) is irreducible. We will discuss trace representations for NLFSR se-
quences with period N where N is a factor of ¢" — 1 in Chapter 6 in terms
of the Fourier transforms of periodic sequences. Starting with this section, we
will simply denote the finite field GF(Q) = Fq and Try_./r,(z) = Tr(z) =

r+zx?+---+ :Eqn_l, the trace function from Fy» to [Fy, if the context is clear.
(For more properties of the trace functions, see Section 5 of Chapter 3. )

A. Trace Representation

Let
flg) =2"4+cp1z” '+ -tz teo

be an irreducible polynomial over Fy» of degree n, and let a be a root of f(z),
i.e.,

Q" +ep_1a™ Vo4 eqa+eo = 0. (4.15)

Then we can construct a finite field Fy» with f(2) as a defining polynomial.
Lemma 4.3 Let a = {a;} whose elements are given by

a; = Tr(Ba’), i >0, B € Fyn (4.16)
Then a € G(f).
Proof. If p = 0, then a is a zero sequence, so a € G(f). If 8 # 0, then

Aiyn + Cp_1Qkgn—1+ -+ C1ag41 + Coag
= Tr(Ba*™) 4+ cu 1 Tr(Ba =Y 4 oo 4 1 Tr(Ba” ) + coTr(Ba®)
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(by (4.16))
= Tr(fa*(a™ +cpo1@™ M - Fera+ )
=  Tr(fa*0)=0,Yk >0 (by (4.15))
= f(L)a=0
= acdG(f).

O

Theorem 4.11 With the above notation, for any sequence a = {a;} € G(f),
there exists some 3 € Fyn such that

a; = Tr(fa’), Yi > 0. (4.17)

Proof. Since there are ¢" different sequences in G(f), from Lemma 4.3, we
have a = {a;}, with a; = Tr(Ba’), belonging to G(f) for any 8 € Fyn. So, we
only need to prove that two sequences related to two different elements in [y~
are different. Since the trace function is a linear function from [Fy» to IFy, this
reduces to proving that if g # 0, then a # 0. If not, we have a = 0. We may
write down the first n terms as follows:

0=Tr(B) = p+BT+---+ ﬂq”‘l
0=Tr(Ba) = Pa+pla?+---+ ﬁq”_laq”‘1

0=Tr(Ba"" ') = pa™ '+ Blaln—a 4 ... 4 ﬁq”_la(ﬂ—l)qn_l'
This is a system of n linear equations in n unknowns 3, 89, - --,ﬂqn_l_ We
rewrite the above n linear equations in the following matrix form

1 1 1 R | B 0

a a? ad’ R B4 0

a? a?? a2’ Q2" /3q2 — 10

an_l a(n_l)q a(n_l)q2 e a(n_l)qn_l ﬂqn_l 0

Since f(z) is irreducible,
a,al ozq?, ey ad"
are all the n roots of f(z), which are distinct. Therefore, the above matrix
is a Vandemonde matrix. Hence, it is invertible. Thus f = 0, which is a
contradiction to the assumption.
O
The formula (4.17) is called the trace representation for LFSR sequences
with irreducible characteristic (or feedback) polynomials.

From Theorem 4.11, the following corollary is immediate.
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Corollary 4.6 Let a be a sequence over IF,. Then a is an m-sequence with
period ¢" — 1 if and only if the elements of a can be represented by,

a; = Tr(Ba’), ¥i> 0,0 # 8 € Fyn
where o is a primitive element in Fyn .

Example 4.11 Let ¢ = 2.
(a) Let f(z) = 2* + 23 + 2% 4+ x + 1, which defines F,4, and let a be a root
of f(z) in Fau, i.e., a* + a® + a? + a + 1. Then for a = (10001) € G(f), the

trace representation of a is given by
a; = Tr(fa’),i=0,1,---

where 8 =1+ a.
(b) Let f(z) = 2® + =+ 1, and Fys be defined by f(a) = 0. Then

a = (1001011) € G(f)  the trace representation a; = T'r(a'),i=0,1,---.
(c) Let f(z) = 2* + 2 + 1, and [Fy4 be defined by f(a) = 0. Then

a=(10011010111000) € G(f) &

the trace representation a; = Tr(a’a’),i =0,1,---

(See Example 3.14 in Chapter 3 for the computation of Tr(z) in Fqys and Fas.)
B. S-Decimation

Definition 4.7 Let f(z) be an irreducible polynomial over Fy of degree n and
s be a positive integer. For a € G(f), if the elements of a sequence b = {b;}
are defined by

bi = Qgy Vi Z 0,

then b is called an s-decimation sequence of a, denoted by b = a(®).

For example, let a = (1001011). For b =a®), i.e., b; = as;,i =0,1,--- we
have b = (1110100).

Theorem 4.12 Let f(z) be an irreducible polynomial over Fy of degree n and
let s be a positive integer. Let a be a root of f(x) in the extension Fgn. For
0 # a € G(f), if the s-decimation al®) £ 0, then the minimal polynomial of a(*)
is equal to the minimal polynomial of o’ over [F,.

Proof.  Since a € G(f), then there exists 8 € F» such that a; = Tr(Bat),
Vi > 0. Therefore

a(s) — (TT(/?)’ T?“(/aas)a TT(ﬂOZZS)’ . )
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Let v = @®. Then
a®) = (Tr(B), Tr(By), Tr(By?), ).
Let g(z) be the minimal polynomial of 4. From Lemma 4.3, al®) e G(g)- Since
g(z) is irreducible, if a(*) # 0, then g(z) is the minimal polynomial of a(*).
O

According to Theorem 4.8, per(a) = per(f) = ord(«). Then the period of

s-decimation a'®) is equal to ord(a®) = ord(a)/(s,ord(a)). Hence
per(a(s)) = per(a)/(s, per(a)).

Corollary 4.7 With the above notation, if f(z) is primitive, then 0 # a € G(f)
is an m-sequence. In this case, an s-decimation of a is also an m-sequence if and
only if ged(s,q" — 1) = 1. Moreover, the number of shift-distinct m-sequences
over Iy of period ¢" — 1 is given by

o(¢" —1)/n

which is equal to the number of the primitive polynomials over F, of degree n.
(Here ¢(-) is Euler’s phi-function.)

Example 4.12 Let Fys be defined by f(z) = z* + 2 + 1, and let a be a root

of f(z) in Faa. Let fq:(z) be the minimal polynomial of o® over F5. We select
a € G(f) as follows:

a=(100010011010111) = (Tr(a™), Tr(a'ta), Tr(a'ta?), -+, Tr(a'a'?)) .

All possible distinct decimated sequences of a (up to shift-equivalence) and their
corresponding minimal polynomials and periods are listed as follow.

All decimations of a up to shift-equivalence

Period | Minimal polynomial | Period | Order
s a®) als) far () Ja:(2) o
1 100010011010111 15 441 15 15
3 10001 5 4+l +1 5 5
5 101 3 24z +1 3 3
7 111010110010001 15 et 4+ 2341 15 15

4.7 Generating Functions of LFSRs

In this section, we will introduce another method to represent a periodic LFSR
sequence, called a generating function of the LFSR sequence. This method
is frequently used in studying the combinatorial structure of objects. Assume
that a = {a;} is a periodic sequence over F,, generated by f(z) = 2" + Y, ¢;2°
with ¢ # 0, ¢; € F,. We associate the sequence a with a polynomial a(z) =
E?io a;z'. Then we have

Angk + Y Citpyi =0,k =0,1,---. (4.18)
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Next we rewrite the linear recursive relation given by (4.18) into polynomial
form. We denote the product of a(z) and f~!(z), the reciprocal of f(z), by
d(z) =32, diz', ie.,

a(e) [~ (x) =) dia (4.19)
i=0
From (4.18), we have

dj:Clj-i-Zciaj_n_H:0,j:n,n—|—1,---.

Thus the right-hand side of (4.19) becomes

o] n—1
N diat = diat (4.20)
i=0 i=0

where
do = CoQo
di = coa1 +c1a0
Cll' = Z ara;
k+j=i
dn—l = Z ara;.
k+j=n—-1
In other words, the d;’s can be determined by the initial state (ag, a1, -, an_1)

of the LFSR and the coefficients of the characteristic polynomial. We may write
the above relation in the following matrix form.

do Co 0 0 0 aop
dq c1 co 0 0 ay
dy | = | e e ¢ 0 az (4.21)
dp_1 Cn—1 €Cp-2 C€Cp—-3 -+ Co an—1
Consequently, (4.19) and (4.20) yield
d(z)
a(z) = 4.22
(5) = s (4.22)

where deg(d(z)) < n — 1. Usually, % is called a generating function of the

sequence a. If an initial state of the LFSR is given, then d(z) can be determined
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by (4.21). Let the matrix in (4.21) be A. Then A is invertible. Thus, if d(z) is
any polynomial over GF(q) of degree less than n, then the corresponding initial
state of a can be determined by

ao do
al 1 d1
= A .

Gn—1 dn—l

Therefore, in terms of the generating function method, the set G(f) which
consists of all sequences generated by f(z) is given by

d
G(f) = {f%?) such that d(z) € GF(q)[z] and deg(d) < n}
x
Example 4.13 Let ¢ = 2, f(z) = 2* +  + 1 and d(z) = 23 + 1. Then f~!(z),
the reciprocal polynomial of f(z), is given by f=1(z) = z*+23+1. The fraction
dz) = 2*+1

— 4, .7, .8, .10 , .12 , .13 , .14
f—l(;n)_m4+x3+1_1+r 42+ 28+ 20422 2B e

gives a sequence 100010011010111 with an initial state 1000 and period 15.

Note.

In the literature, the maximal length sequences or m-sequences are also
called pseudo-noise (PN) sequences when ¢ = 2. S. Golomb studied these se-
quences in his popular book [63], from which our discussion of binary LFSR
sequences is taken. For general ¢, a power of a prime, most of the results on
m-sequences appeared in Zieler’s work [191]. Using the set G(f) to discuss the
structure of LFSR, sequences is also due to Zierler. For this approach, see also
Shishung Ding’s book which was published in 1982 in Chinese [37], McEliece’s
book [133], and Lidl and Niederreiter’s book [123]. Another early reference for
g-ary m-sequences was Selmer’s book [167]. For correlation attacks on pseudo-
random sequence generators for which m-sequences are generated by primitive
polynomials with low weights, see [137].
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Exercises for Chapter 4

1. Given a 3-stage shift register with the boolean feedback function f(zo, 21, z2) =
To + T122:

(a) draw the state diagram of the FSR .

(b) if the initial state is set as (ag, a1, az) = (011), determine the output
sequence and the period of the sequence.

2. Let f(zo,®1,--+,Zn_1) be a boolean function in n variables which is em-
ployed as the feedback function of a shift register. Prove that the cycles
in the state diagram have no branch points if and only if the feedback
function can be decomposed into

f(xoa L1y, xn—l) =xo+ g(xla ot '7$n—1)
where g(z1,--+,2n_1) is a boolean function in n — 1 variables. (Hint:
The cycles in the state diagram have no branch points if and only if two
distinct state vectors have distinct successors. If (ag,a1,-+,a,-1) and
(bo, b1, -+, bp_1) differ in any component other than the first, then their
successors (ay,---,an) and (by,---,b,) are still distinct. So, one only
needs to consider whether (ag,a1,--+,a,-1) and (ao+1, b1, -, b,_1) have

distinct successors. )

3. Design an LFSR over GF(2) for implementation of the linear recurrence
relation
a5y = d34k —}-Ctk,k’z 0,1,---,.

Determine the characteristic polynomial f(z) of the sequence and the
number of sequences in G(f). Write the first 50 bits of the output sequence
with a nonzero initial state.

4. Design an LFSR over GF(2) for implementation of the linear recurrence
relation
64k = Q14x + ar, k=0,1,---.

Determine the characteristic polynomial f(z) of the sequence and the
number of sequences in G(f).

5. Design an LFSR over GF(2) for implementation of the linear recurrence
relation

74k = Q14 + ar, k=0,1,---.

Determine the characteristic polynomial f(z) of the sequence and the
number of sequences in G(f).

6. Construct two different (shift-distinct) de Bruijn sequences with period
16.
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7.

10.

11.

12.

13.

14.

Let f(z) = 2°+2*+1 over IF, be the characteristic polynomial of a 5-stage
LFSR.

(a) Write the first 50 bits of the output sequence with the initial state
00101 and determine the period and the minimal polynomial of the
sequence. (Hint: f(z) = (2> + 2z +1)(z22 + 2+ 1).)

(b) Write the first 50 bits of the output sequence with the initial state
01000 and determine the period and the minimal polynomial of the
sequence.

(c) Determine the number of sequences in G(f) and draw the state dia-
gram.

. Design an LFSR over GF(2) which generates a binary m-sequence with

period 1023.

. Determine the number of LFSRs over GF(2) which generate a binary

m-sequence with period 28 — 1 = 255.

Let « be a primitive element of Fy-». Let a = {a;} be a binary m-sequence
of degree n of period 2" —1 whose elements are given by a; = T'r(Bat), Vi >
0 where Tr(z) = z + 2% + ---;L‘Zn_l, the trace function from Fs» to o,
B € F, Vi. Prove that a has the following property: as; = a;, Vi > 0, if
and only if # = 1. (This property is also referred to as constant-on-cosets).

Find the initial state of an m-sequence which is generated by the primitive
polynomial f(z) = 274241 which satisfies the property of being constant-
on-cosets.

An m-sequence of period 31 with the minimal polynomial f(z) = 2° +
x3 + 1 is given by:

a=(1000010101110110001111100110100).

Determine its 7-decimation sequence a(”) and compute the minimal poly-
nomial of this sequence.

Let a be an m-sequence over G F(2) of period 511. Determine the periods
and linear spans of the following decimation sequences.

a("), where r = 2,3, 5, 14, 146.
(Tt is not necessary to generate the m-sequences.)

An m-sequence a of period 127 with the minimal polynomial f(z) = 7 +
z + 1 is given by:
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15.

16.

17.
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011100010010011011010110111101
100011010010111011100110010101
0111111

(a) The set T consisting all the coset leaders modulo 127 is given by
r=1{1,3,5"79,11,13,15,19,21,23,27,29,31,43,47,55,63}.

Find the individual terms a;, Vi € T.

(b) Verify that the sequence a is constant-on-cosets.

The following three unsolved problems and conjectures related to shift
register sequences are proposed by S.W. Golomb.

(Golomb’s Conjecture) There exist infinitely many n such that f(z) =
z" 4+ z¥ 4+ 1 is a primitive polynomial over GF(2), where 1 < k < n and
k may differ for different n.

Notes Regarding Golomb’s Conjecture:

1) Tt is easy to show that there are infinitely many irreducible trinomials
over GF(2). For example, 223" + 23" 4+ 1 is irreducible for every
k=0,1,2,---, with period 3**!, but it is primitive only for k = 0.

2) Can you prove that there are infinitely many primitive polynomials

over GF(2) which have no more than ¢ terms, for any fixed integer
t? This would be a new result.

3) Tt seems to be true for every degree n > 5 that there are primitive
5-term polynomials (pentanomials) of degree n over GF(2). This
would be a far stranger result than 2) above.

It is known that an n-stage shift register with the boolean feedback func-
tion f(zo, %1, -+, Zn—1) produce “pure cycles” (without “branches”) if and
only if we can write f(zo, 21, -, 2n-1) = o+ g(z1, -+, Zn_1) (see Prob-
lem 2). Tt is also known that for n > 2, the number of (pure) cycles, for
this case, is even (odd) if and only if the number of ones in the truth ta-
ble for g(x1,- -+, Zn_1) is even (odd). Are there other general, qualitative
results about the cycles of a nonlinear shift register that can be similarly
and simply stated in terms of the boolean functions f(zq, 1, -, Zp_1) or
g(mla B In—l) ?

If f(anxla o '7In—1) = Zo+ g(mla o '7In—1)7 and g(oa o 70) = 07 then
the “all zero state” forms a pure cycle by itself. What further conditions
on g will guarantee that the remaining 2" — 1 states lie on a single cycle
of the shift register? (It is not necessary to find conditions for all 92" —n
such sequences. It would be very interesting to find conditions for even a
small family of nonlinear sequences of period 2" — 1.)



